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Design of Laboratory Security Situation Awareness System Based on
Microservice Architecture
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Abstract: Through the analysis of recent cases of laboratory safety accidents in universities, the deep causes of
laboratory safety accidents and the new requirements for intrinsic safety management are discussed. Propose a
design scheme for laboratory security situational awareness system based on Niagara ecosystem and microservice
architecture. The perception layer deploys various sensors such as temperature, light, and inductance in the
laboratory, combined with smart sockets, smart door locks, and other devices to systematically and comprehensively
monitor the laboratory working environment online.
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